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Abstract

At a time when the Delay Tolerant Network (DTN) Research Group is making great strides
in establishing the much anticipated Solar System Internet (SSI) in space, its terrestrial
counterpart is not far behind. The Earth bound DTN has been dedicated to connecting
remote, heterogeneous, fluctuating, mobile and undisciplined networks like sensor, military
and disaster struck areas. The Homing Pigeon Based DTN (HoP-DTN), a variant of DTN,
was specifically conceptualized to serve some of these networks whose characteristics are
different from the general delay or disruption tolerant networks. HoP-DTN uses special
message carrying nodes, pigeons, to proactively route messages around the network. As it
works in areas like disaster response or military, energy conservation is imperative here.
Till now providing a solution to this energy issue has been lacking in HoP-DTN. Also rout-
ing in HoP-DTN is a Traveling Salesman Problem. This paper proposes a 4-step mecha-
nism to address both of these issues. In view of that some changes to the classical modeling
of HoP-DTN has been done to accommodate the variations. The deployment area has been
divided into zones with pigeons following a 4-step detailed course plan and scheduling
strategy to achieve better routing and more energy efficiency. To further enhance energy
efficiency we introduce a Blockchain inspired energy sharing scheme. Mathematical mod-
eling and simulation results further affirm our proposition.
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1 Introduction

Though globalization has increased, there still are places which remain disconnected most
of the time. Networks like military, disaster rescue, sensor and rural need special proto-
cols to combat problems such as remoteness, unavailability of continuous link, enormous
message delay, unreliable carriers and more such. The Homing Pigeon Based DTN (HoP-
DTN) [1, 2] is a variant of the classical DTN, which can address these problems. Each
node in HoP-DTN is a cluster represented by a cluster head which fairly remain static. The
responsibility of routing the messages henceforth lies on some special custodian nodes in
the network which move around delivering messages. These special nodes are known as
pigeons who collect messages from their dedicated home nodes, move around the network
by reaching every destination for delivery and comes back to its home node when the job is
done. As the node positions are almost static and only the pigeons move around to deliver
messages, this setup is perfect to handle disaster response areas, military, sensor and rural
networks. Pigeons could be drones or any device capable of data relegation, even humans
carrying data like in the Wizzy Digital Courier project [3] in South Africa that transfers
e-mail messages and Web searches on a USB key that is carried by a bicycle or motorcycle
rider between schools. Networks like HoOP-DTN are always energy hungry but any energy
efficient solution to this domain remains unexplored (to the best of our knowledge) and
any solution would be very beneficial in terms of sustainability and enhancing the over-
all performance. Quite separate from this, was the recent advent of a technology called
Blockchain. Mainly used in commerce and more recently in cryptocurrencies, Blockchain
is a mechanism of keeping a digital ledger of all the transactions made by the participants
without the involvement of any central authority. Maintaining Blockchain is very energy
draining for the participating nodes due to its high consumption of power while using the
systems. Yet this novel concept of Blockchain can be used for energy efficiency. This paper
aims to utilize this concept and provide a much needed solution to scheduling and rout-
ing in HoP-DTN in an energy efficient manner. The next section discusses some existing
mechanisms that deal with the routing and energy efficiency related issues. Taking a cue
from these, the paper goes on to state its motivation and objectives for this work. Section 5
elucidates the proposed approach. To validate our claims we present the comprehensive
simulation analysis section after that and end the paper with the conclusion.

2 Background Check

This section is divided into the three main aspects and domains that this paper focuses on,
namely routing in DTNSs, energy efficiency in DTNs and the HoP-DTN.

2.1 Previous Work on Routing in DTNs

Routing of messages in DTN can be achieved in two ways, proactive and reactive. In the
reactive approach the nodes itself are responsible for delivery and the purpose is achieved
by their movement around the network; hence also known as random mobility model.
Examples of such protocols are epidemic [4] and spray and wait [5]. In proactive approach
special auxiliary nodes are employed to achieve the purpose of message delivery. This
scheme is also known as controlled mobility as the movement of these auxiliary nodes can
be controlled in favour of delivery. HoOP-DTN comes under this category, with its pigeons
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as auxiliary nodes. Other such proactive mechanisms are Message Ferry and Data Mules.
In Message Ferry Routing [6, 7], special nodes known as MF (Message Ferry) move
around the network collecting and delivering messages throughout the time, a mechanism
that is also known as ‘push data’. These nodes are public in nature and do not have a pro-
prietary relationship with any node in specific. As these are public, once a source node
hands over its messages to them they cease to have any control over their fate (unlike HoP-
DTN where messages are either in possession of source node’s pigeons or the destination
node). Data Mules [8, 9] incorporate MULEs (Mobile Ubiquitous LAN Extension) that are
special intermediary nodes that collect and pass messages to and from base stations and
other sensor nodes; this mechanism is referred to as ‘pull data’. The HoP-DTN differs from
Message Ferries [6] and Data Mules [8] in the fact that pigeons are private unlike the very
public nature of the former two, hence more secure and suitable for sensitive networks like
military and disaster response centers.

2.2 Previous Work on Energy Efficiency in DTNs

Some of the most prominent energy efficient proactive approaches use small battery pow-
ered special nodes called "throwboxes’ [10] which creates a new contact opportunity by
acting as a router for nodes that pass by the same location but at a different time. In Power
Saving Management [11] a node can be either in receiving/transmitting mode or in power
saving management (PSM) mode in addition to using throwboxes. When in PSM mode, the
nodes switch between sleep and search states periodically in an attempt to lower the over-
all energy consumption. The work in [12] discusses ways of server placement to reduce
energy consumption. Some notable work in converting reactive approaches to be energy
efficient are like the one by Yong Li et al [13] that proposes a continuous-time Markov
framework to model the message dissemination in DTN in an energy-aware fashion. Denis
Rodrigues-Silva et al [14] provide an energy impact analysis over some popular reactive-
based DTN protocols.

2.3 More on HoP-DTN

From the literature present we deduce the fact that pigeons as auxiliary nodes are either
employed in HoP-DTN [15] or in networks simply known as pigeon networks [16]. The
main difference between the two is that in HoOP-DTN the pigeons carry messages from their
respective home nodes to prospective destination nodes and return back to their home node
whereas in a pigeon network the pigeon sets out to collect messages destined for its home
node across the network. Pigeon networks actually have one Headquarter (the home node)
and a disaster area from which it collects messages. The pigeon travels to and from these
locations, collecting messages at one end and dumping them at the headquarter. The other
pigeon assisted network, Homing pigeon based DTN derives its name from the ancient
messaging system of employing pigeons to deliver messages to various destinations and
come back to its home. As of date, most of the research work in HoP-DTN dealt with
scheduling of pigeons in order to find an optimality between reduced waiting time of mes-
sages and number of pigeons used by a node to do so. To broadly classify the mechanisms
explored till date, there is the multiple pigeon and single pigeon theory [17, 18]. As the
name suggests, in multiple pigeon model a node owns not one but a set of pigeons, hence
messages do not have to wait for the return of the solo pigeon to its home, as is in the case
of the single pigeon model. Primarily there are two ways to schedule these pigeons namely,
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the on demand and the storage based strategy [18]. In the on demand strategy, as soon as
a demand is created for a message to get delivered a pigeon takes off with that message.
The traditional storage based pigeons do bulk message transfers and wait until its buffer
of predefined size is full. The paper [19] suggests further ways of scheduling the storage
based pigeons like the exhaustive service, gated service and adaptive service schemes. The
exhaustive service discipline, makes its pigeons pick up messages that arrive before the
departure of the message carrier in the current trip whereas in gated service discipline, it
forces the messages to wait until the next trip. The adaptive service tries to give an optimal
solution by combining exhaustive and gated services according to specific situations. Pri-
ority Based scheduling (PriorityB) [20] is a bulk messaging scheme wherein » number of
copies of a message is created if its priority is , to fill up the pigeon buffer. Thus the wait-
ing time of a message has an inversely proportional relationship to its priority. Threshold
Triplet Incorporated scheduling (TTI) [21] uses three thresholds (¢, T and k) to establish
a scheme that provides an upper bound on the worst case waiting time that can be expe-
rienced by any message. This is the only approach which provides an upper bound on the
waiting time of messages. As routing in HoP-DTN and pigeon networks is a Traveling
Salesman Problem (TSP), researchers have ignored doing any special work regarding it.
Like paper [1] used Ant Colony Optimization and [16] uses Shortest TSP due to its sim-
plicity. We would be using the concept of Blockchain for energy efficiency in this paper.
Though not designed for it, its concept can be used to govern energy sharing between par-
ticipants that could be both nodes and pigeons (or any other auxiliary node). In fact experi-
ments have been started recently (during the end of 2017) in Europe, by using Blockchain
technology amongst homes and electric cars for sharing energy. But accommodating that
concept in a DTN is very difficult. We would in this work adapt, set rules and create the
pathway for Blockchain in HoP-DTN as it seems the way to go for energy efficiency.

3 Motivation

Most of the existing work in HoP-DTN deal with devising different scheduling strategies
for the pigeons. As routing here is a Traveling Salesman Problem, no specific research has
been done towards it. The area of energy efficiency in HoP-DTN has not yet been investi-
gated (to the best of our knowledge) though it is of mighty importance to the special net-
works that it caters to, namely military, rural and disaster rescue. Most importantly projects
are now being sanctioned especially in remote third world countries where large amount of
data is being transferred between stationery centers via men on bike [3]. The HoP-DTN is
perfect for such scenarios. This forms the motivation for this research work.

4 Objectives
The following are the objectives of this research work:

1. To design an energy efficient alternative to the existing HoP-DTN.
To bring an improvement in the TSP routing by utilizing and taking advantage of some
features intrinsic to HoP-DTN.

3. To develop and appropriate a scheduling technique that can support the above two objec-
tives.
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5 Proposed Approach: Zonified HoP-DTN

This paper aims to provide a solution to both the problems of routing and energy efficiency
in HoP-DTN by implementing a 4-step mechanism. In this 4-step course plan, we would
modify the scheduling strategy, segregate the deployment area, apply Blockchain and intro-
duce new rules in a bid to work around the TSP routing and make the network more energy
efficient. Also the first initiative to energy saving is that we employ battery efficient inex-
pensive pigeons with fairly limited storage capacity. Devices that could use solar energy as
a means to recharge would be favourable. The 4 step mechanism is as follows (Fig. 1).

5.1 Step 1: Pizza Boy Strategy

The pizza delivery boys, upon getting delivery orders, set out to deliver these to the respec-
tive destinations. Instead of randomly distributing the orders among themselves they share
them based on the nearness of one order to another order and to which part of the town/city
the destinations lay. Their strategy is a time as well as an energy efficient take on the deliv-
ery problem by ensuring that they do not have to travel more for the same set of orders. We
would take on the same strategy adopted by the pizza delivery boys and apply that to the
pigeon network. To do so we would divide the application area into zones. Pigeons now
will set out to deliver messages to nodes based on zones. So instead of having to travel to
scattered destinations, a pigeon in most cases will travel to a particular locality and be back
to its home node. So on an average it travels far less than it had to otherwise. That is exactly
what pizza delivery boys do; they distribute the orders amongst them based on the locality
and then set out for delivery. This is something which humans have been doing for a very
long time. This paper utilizes this simple human mechanism to achieve better results.

To reduce average message delay in the pigeon buffers, the buffer size s should prefer-
ably not be very high and the number of pigeons dedicated to each node should be high.
Employing low cost energy efficient devices with moderate storage capacity will thus serve
our purpose.

From [1] we note that nodes in HoP-DTN are distributed uniformly over the deployment
area. In such a case we find the centroid and divide the whole area into four quarters on the
basis of this centroid point. Thus considering that the deployment area is a rectangle with
uniformly distributed nodes (as modeled in [1]), from Fig. 2 we note that x,, and y,, are the
maximum values of the x and y coordinates of the deployment area respectively. (x,, 3]”) are
the coordinates of the centroid of this deployment area, wherein x, = 2 and Ve = +T\

Therefore any point lying inside the coordinates (xy,y.), (x.,¥.), Xz, ¥,,)s (X9, V) 1S 1N
Zone 1. Similarly the coordinates of all the zones is presented in Table 1. For simplicity,
we have considered 4 zones, but that could be changed to any suitable value the network
demands. In essence, we are decreasing the size of the problem domain to its one fourth.

Fig. 1 Deployment area has to be
partitioned into 4 zones
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Fig.2 Partitioning of deploy- T A
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Continuing with the pizza boy strategy, we employ four pigeons for message deliv-
ery to the four zones. A pigeon should be labeled for a particular zone in an on demand
basis. Suppose a message is generated for a node in zone 3 (and all pigeons are free)
then a pigeon is selected and termed as P; for that cycle. Similarly if only one pigeon
is with the home node at a particular time, it is designated a zone according to the first
message generated. So basically, a node would operate with pigeons labeled as P, P,,
P and P, when the number of zones are 4.

If though the arrangement of nodes is not uniform but shows a clustered behaviour,
we can apply any clustering algorithm to find the zones. One problem that could arise
while using some popular clustering algorithms like K-Nearest Neighbor would be that,
we would not be able to control the number of clusters formed, hence increasing the
zone-wise pigeon types that eventually might not turn out to be fruitful. For this reason
the best mechanism we can choose could be some K-means algorithm where we can at
least control the maximum number of clusters. This K should ideally be less than s, i.e.
K<= s (s is the pigeon buffer size).

In the pizza delivery system, the strategy is good as long as the pizza remains hot and
edible (one obviously can’t wait for days for another order to come from the same local-
ity), similarly we need to deliver the messages before they expire. Hence a long wait for
another message to arrive for the same zone could potentially hamper the performance
of the network. As such we need to define a threshold limit on pigeon waiting time
based on network demands and average message expiration time in the network. Most
of this problem is already tackled by the TTI scheduling mechanism [21]. As already
discussed in Sect. 2, this scheduling scheme is the only one to put an upper bound on
the worst case message delay. According to TTI the maximum delay possible for the 1+
message that entered the pigeon buffer (as it suffers maximum delay/waiting) is always
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<k-DT+(G—k+ 1) (1)

wherein ¢, T and k are thresholds that work w.r.t. the number of messages in pigeon P’s
buffer (P?) in the following manner:

1. If P’ < k, and delay caused to the latest message in P has crossed T, then P takes-off.
2. If P’ >=k, and delay caused to the latest message in P has crossed , then P takes-off.

There could be times when more than one pigeon does not get filled up after the threshold
time expires. In such cases it would be wise to adopt the concept of clubbing. The rules for
clubbing are as such:

1. If more than one pigeon has empty buffer slots such that it is filled less than half of s,
then club two such pigeons together. Another such pigeon will only be clubbed with the
previous batch iff,

4
D Ph<= s )
i=1

such that VP? <= 5/2 3)

where Pl.b denotes the number of messages in the buffer of pigeon P,.

2. If though there exists a pigeon such that s > Pf’ > 5/2 holds true, then clubbing its
contents with another pigeon is not allowed as it would nullify all the efficiency of this
scheme. Even if there is just one message with a pigeon and another has more than s/2
but less than s, we would let them travel separately as that would give the pigeon with
one message the chance to deliver the message quicker, return quicker and save energy.

From the simulation result plot of Fig. 11 we validate the need for clubbing (more discus-
sions in Sect. 7). We call this modified HoP-DTN, Zonified HoP-DTN (ZHoP). Figure 3
gives a diagrammatic view of ZHoP-DTN.

5.2 Step 2: Friend Zone

Friend zone might not be the choice of zone for many of us in real life, but here it is quite
useful. If we observe a number of runs and calculate the average distance required to travel
to the other zones, we could come to a useful conclusion which would further enhance
the efficiency of our scheme. The zone which is quickest to reach from own zone could be
termed as the Friend Zone, and henceforth messages to this zone could be clubbed with
those of own zone due to obvious reasons (this is only when clubbing is required). Thus
when choosing among more than one pigeon contents to club with, we would always give
highest priority to the messages of the Friend zone bound pigeon.

5.3 Step 3: High-Low Pigeons

Though our scheme aims to be efficient in energy conservation and routing, it could
hamper the average waiting time of some messages. There could be times when the
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Intra cluster
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Node 5

Cluster

Fig.3 A conceptual representation of the zonified HoP-DTN

timeliness of the message delivery determines its usefulness. For such high priority mes-
sages we would employ special pigeons known as High Pigeons, that would be generated
on a demand basis. For messages other than high priority ones, we would employ normal
pigeons known as Low Pigeons.

In case of implementing High-Low pigeons, we can more efficiently use the buffer space
for quicker delivery takeoff. If s number of messages have not arrived at High pigeon and
threshold to wait expires and there are messages waiting with other Low pigeons whose
destination node (not zone) is common to any of the messages with the High pigeon, then
those messages are to be added to the High pigeon buffer in a first-come-first-served man-
ner (¢, T and k for High pigeons are to be different for more efficiency). For efficiency, we
have adapted the TTI scheduling to the High pigeons. A detailed explanation is given in
Algorithm 1.
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Algorithm 1: Implementing_High-Low_pigeons

1 if a message M}, with high priority gets generated then

2 employ High pigeon P}, if not already initiated.

3 Add My, to its buffer.

4 if Pﬁ >=k and P}: < s then

5 start timer since the last message arrived.

6 if time crosses t then

7 if there are messages with Low pigeons whose destination node is
similar to that of any message with P, then

8 L assign those messages to Pj, in a FCFS manner.

9 remove them from the buffers of the Low pigeon(s).
10 | pigeon P take-offs for message delivery.
11 if P? <k then
12 start timer since the arrival of last message.
13 if time crosses T then
14 if there are messages with Low pigeons whose destination node is
similar to that of any message with P, then
15 assign those messages to Pj, in a FCFS manner.
16 remove them from the buffers of the Low pigeon(s).

17 | pigeon P take-offs for message delivery.

5.4 Step 4: Conditional Pickup

Classically a pigeon only collects messages from its designated home node. To optimize
the whole situation in terms of energy conservation, we can allow conditional pickup
by pigeons from nodes other than its home node, considering there are as many free
spaces in its buffer. Let node A be the home node of pigeon P, and node B is one of its
message’s destination node. M[X’Y denotes a message from node X to node Y and i is the
message number in the pigeon buffer, such that:

Y e {x € Elx # X} 4)
wherein E is the set of all nodes in the network. and,
l<=i<=s 5)
When a pigeon reaches a destination, it can agree to deliver this node’s message iff:
1. this node B has message(s) of the form M54,
2. MPY'is picked up by P, iff for all M"",

Y'ny#0 (6)
such that:
i=1-(s=1),
y is the set of all Y with P, and
y' is the set of all Y’ with B.
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5.5 Implementing Blockchain Technique to Enhance Energy Efficiency

Though Blockchain’s primary beneficiaries lie in commerce, one can use its concept to
aid other areas like that of energy efficiency. Recently some countries in Europe did a
test trial of implementing this strategy to share energy between homes and electric cars
[22]. To do so in ZHoP, each Cluster Head (CH) must be a prosumer (producer as well
as consumer) of energy (preferably from solar photovoltaic systems). If there is a CH
that produces too much energy in terms of solar energy such that it does’nt need all of
it, it can then agree to sell/share this energy to incoming foreign pigeons. These foreign
pigeons get charged up here and reduce the risk of dying due to energy shortage and
might also not need to charge itself again when back home, thereby saving its home
node’s energy (as these networks are usually remote and CHs are stationed far off, the
pigeons have rare chances of recharging otherwise). Speaking commercially, using any
centralized Bitcoin payment (like SunExchange or EnergiMine) as incentives is not fea-
sible in ZHoP/HoP-DTN deployment wise as that requires a constant Peer-to-Peer (P2P)
contact with every participant node. So the incentive scheme that we have proposed for
enabling and promoting Blockchain in ZHoP/HoP-DTN are as follows:

1. Service Incentive: The pigeon can agree to deliver some of this CH’s messages consider-
ing there are free buffer space and the destination of the message is at least in the same
zone as this zone or the pigeon’s home zone.

2. Token Incentive: A token system can be used. A token of the amount of energy that is
being taken from a CH by this pigeon would be issued. This token can be later used by
this CH’s pigeons to buy energy from the home node of that foreign pigeon. In a way
we are again creating a Blockchain of tokens where the transaction is all about energy
instead of money. Both parties will have a copy each of this transaction for safe keep-
ing and verification. Additionally these tokens can be protected using cryptographical
techniques.

Figure 4 shows a pictorial representation of the venture. For more efficiency, we can
make the CH (apart from serving the mobile pigeons) act like the Utilities and Grid opera-
tors providing energy to other intra cluster nodes (both consumers or prosumers).

ENERGY A DESTINATION
HOME NODE SHARING NODE
x\‘\ " VA A4
ZZZZZZ ‘ ZZZZZZ
Lt L% 4 g
77777 A N R . vy Q

PIGEON NEEDS NO OR VERY )
LITTLE RE-CHARGING K

=] TokEN K
OR
Teell ] MEssaGE
-~ SERVICE

Fig.4 Blockchain Sharing of Energy in ZHoP-DTN
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6 Mathematical Modeling

We assume that the message generation follows a Poisson process. We also consider that
the system can generate any number of messages i.e. capacity is infinite and the buffer
capacity (of node) too is unlimited. Messages are taken up by the pigeons in a First Come
First Serve (FCFS) basis. Here pigeons are the servers and our proposed system has five
types of pigeons, namely Py, P, P,, P; and P,. Thus the model that we have proposed in
this paper is a M /G/c /o0 /o0 /FIFO queueing model according to Kendall’s Notation [23].
Here M, G, FIFO have the usual scientific meaning and ¢ = 5 X s as we have five types of
pigeons with capacity s that serve the incoming messages.

This is a queueing model with multiple waiting lines (every pigeon has its own queue),
and can be represented as a 5 X 5 switch model [24]. Since the selection of pigeons among
the five types of pigeons is dependent on the algorithm, i.e. any message can be assigned
to any pigeon (broadly speaking), the system becomes a 5 X 5 switch model. 5 X 5 is a
discrete time queueing system with five parallel servers (pigeons) and five types of jobs
(messages).

If i denotes the type of jobs (i can be Zone numbers or High pigeon), then probability of
it arriving is given by r;.

Therefore the probability that zero messages of type i is arriving is given by 1 —r;,
wherei=1,2...5.

Considering that the message arrival is at the start of a time unit and it joins the queue at
pigeon j with probability #;; where 7;; > 0, for j=1,2...5

and

g +tip izt +ts=1 7

Also for each pigeon, the average number of messages arriving per time unit is assumed to
be less than 1.

Sttty gty trsts; < Tforj=1,2...5 (8)

The above condition means that only one message of either type 1 or 2 or ... 5 can arrive at
a server at one time. This feature attributes to the ergodic nature of the system.

=== =rs=1 )

is not possible according to our assumption as then it would mean that all five types of job
have 100% probability to arrive at the same instant, which is not possible. Also a new mes-
sage will get assigned to only one of the servers and not more than one at a time. The 5X5
switch model is pictorially explained in Fig. 5.

The interarrival times of messages is considered to be exponential with mean L(Ais the
arrival rate), along with an exponential service time with mean i (u is the service rate of

one server). The number of servers (pigeons) is 5 but as each pigeon can service s mes-
sages at most, ¢ = 5s. The occupation rate per server is supposed to be p, where

p= é is less than 1. (10)

Let there be n customers in the system, the equilibrium probability of which is denoted by

Pn:
From [25], we get:
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Fig.5 The 5 X 5 queueing system model of ZHoP-DTN

o= frn=0,.. ¢ (11)
i’l
and
Pein =P"P; (12)
s n(”’) P py forn=0,1,2.. (13)
where
-1
po—(Z C, 1_p) (14)

Let IT,, denote the probability of the amount of time that a message has to wait before it is
assigned to a pigeon.

IL, =p, + Pe1 t Peya + - 15)
P.
=1, (16)
c—1
(cp)* (cp)y* | (cp)
== )((1—/))”;) ) (17)

@ Springer



A 4-step Blockchain Equipped Approach to Energy Efficiency... 2093

6.1 Mean Queue Length and Mean Waiting Time

The mean queue length is provided by,

E@) =Y np,,, (18)
n=0
=L n(l = p)p" (19)
T F =0
p
== (20)

The mean waiting time can be derived from Little’s Law,

11
EW) =11, —— —
W) T pen @)}

6.2 Distribution of the Waiting Time and the Sojourn Time

If D, is the kth interdeparture time, where D, is a random variable independently and expo-
nentially distributed with mean 1/cu, then by conditioning on the state seen on arrival we
get,

[ n+l
PW > 1)= ) P(Y, Dy > 0p,s, 22)
n=0 k=1

Proof of the above equation can be obtained from [25]. Also from [25] we find,

P(W > 1) = Z Z (it} s, 23)

n=0 k=0
=3 ¥ L e (24)

k=0 n=k .

cupt
_— Z ( ﬂp) _C/” (25)
k=0

=M, H1=P"  t>=0 (26)

Therefore the conditional waiting time is given by,

P(W > 1)

P(W > t||W > 0) =m

27
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=~ >=0 (28)

The distribution of the sojourn time can be derived by conditioning on the length of the
service time i.e.,

P(S>1)=P(W+B>1) (29)
= / P(W + x> Hue " dx (30)
x=0
t oo
=/ P(W >t —x)pe " dx + / ue *dx 31
x=0 x=t
t
= / I1,, e~ #1=P0=0) o=k 4 =M (32)
x=0
I1,, —cu(l-p)t I1,, -
=—v + 1 - v /lf’
—cl-p° =" (33)

such that c(1 —p) # 1.
If however c¢(1 — p) = 1, then

P(S > 1) = (ull t+ 1)e™™ (34)

All the pigeons (servers) in our system are identical in terms of their capacities and capa-
bilities. For systems in statistical equilibrium, the average number of busy servers, L, , is:
L, = AE(s) = A/p. The long-run average server utilization is: p = % = i, where A < cu

for stable systems.

6.3 Costs Related to this Queueing System

Costs can be associated with various aspects of the waiting line or servers: System incurs a
cost for each customer in the queue, say at a rate of £, per hour per customer.
If WIQ denotes the time customer j spends in queue Q then,

N 5

Average cost per customer = f“]%lé Z 2 WjQ (35)
j=1 0=1

Servers also do generate costs to the system. In our analogy, there are ¢ servers which run
parallel and have utilization p. If the cost of a server per hour it is busy is denoted by &
then,

Total server costis = &,cp (36)

=&5sp 37)
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7 Simulation Analysis

In this penultimate section we elaborate the simulation scenario and the comparison yard-
stick chosen for the fair evaluation of the schemes. After that we discuss and analyse the
results obtained from the extensive simulations that we have conducted, complete with
stress tests to test the robustness of our scheme.

7.1 Simulation Scenario

To test the serviceability of our proposed scheme and compare it to other existing ones,
we have built a simulated scenario using the C programming language. There are 100
nodes spread uniformly across a deployment area of 100 unit square with 4 zones, each
containing 25 nodes (CH). Each pigeon has the capability to carry bulk messages from
home node to various destination nodes taking the help of a distance adjacency matrix
and using the Branch and Bound algorithm as the basic TSP solution. The message delay
caused in pigeon buffer is the waiting time of the message from its inception into the
buffer to that pigeon’s take-off. All pigeons have flying speed of 1 unit of distance per
unit of time (for simulation 1 unit of time is equivalent to 1 second). All other simula-
tion parameters are shown in Table 2. Energy usage by Pigeon during its travail is 1 unit
of energy per unit of distance. When Blockchain Sharing of Energy is employed, a CH
maintains a threshold value of its own remaining energy level. If its energy is more than the
NodeShare_Threshold it takes part in the Blockchain energy sharing scheme. In the simu-
lations, we have used the service incentive.

7.2 Comparison Yardstick

This work can be divided into three major contribution areas: Scheduling, Routing and
Energy Efficiency. For comparison purposes, the protocols that we have chosen from exist-
ing literature are the TTI HoP [21], PriorityB HoP [20] and the StorageB HoP (since we
are working with storage based pigeons that can perform bulk delivery, we considered only
the most popular storage based pigeon scheduling schemes). Two levels of message prior-
ity has been considered: High and Low (for ZHoP and PriorityB). For routing we denote
the existing HoP-DTN routing scheme as the Vanilla HoP. As no separate scheme exists for
energy efficiency and routing in HoOP-DTN we use the basic model for comparisons. Apart
from these, we have also created two variants of ZHoP called Pure ZHoP and AllClubbed
ZHoP. In Pure ZHoP, all the pigeons are packed with messages for the same zone (i.e. no

Table 2 Simulation parameters

Parameters Value/Range
Pigeon buffer size (s) 3030
No. of pigeons (NoP) 5to45
No. of messages generated (NoM) 5 to 200
Simulation time (SimTime) 5 to 300 unit of time
Initial pigeon energy (Pmax) 10 to 30 unit of energy
Message expiration time (MeT) 20 to 110 unit of time
Node energy share threshold % (NodeShare_ 10 to 90%

Threshold)
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Clubbing is required), which is an ideal case for our scheme (only the zone is same for all
messages and not their destination CH). Similarly to show the full picture and add cred-
ible variety we have shown results of the worst case scenario of ZHoP, the AllClubbed
ZHoP wherein all the pigeons are clubbed (i.e. all of them have to travel more than one
zone to complete their delivery assignments). Nevertheless Clubbing is an important tech-
nique, and as stated in the previous sections we have highlighted its necessity with simulat-
ing the complete ZHoP scheme with one without clubbing in Fig. 11. Comparisons with
these ideal and worst case ZHoP is only possible for energy and routing simulations and
not scheduling as in scheduling we examine the behaviour of the scheduling strategy and
not where the pigeon has to travel after take-off. When rate of message generation is low
or nodes have very few messages to pass amongst themselves over large periods of time
causing severe delay to all messages waiting with pigeons, we call them the less talka-
tive networks. Besides applying Blockchain for energy efficiency, for an enhanced analy-
sis we have additionally presented results for the system without employing Blockchain
to show that by itself our scheme is a big improver on energy efficiency. The performance
criteria on which all the schemes have been compared are average delay of messages in
pigeon buffer before take-off, average worst case delay (the first message in a pigeon buffer
is always to receive the maximum delay before take-off in that pigeon), number of pigeons
that took-off, number of messages that remain unsent, percentage of dead pigeons, average
remaining energy of pigeons after returning home, message delivery rate of schemes and
number of messages expired before delivery.

7.3 Result Discussion

In this section we discuss, analyse and infer behavioural characteristics of the schemes
from the results. Apart from discussing the scheduling, energy efficiency and routing issues
via extensive simulations, we also do Stress Tests and Sensitivity Analysis of the system.

7.3.1 Impact of Scheduling

Figure 6 compares the proposed ZHoP to the existing TTI, PriorityB and StorageB (in
HoP-DTN) while varying the simulation time and rate of message generation on their aver-
age delay caused to all messages due to waiting in the pigeon buffer before it takes-off.
The results show that ZHoP incurs much less delay than PriorityB and StorageB but on
an average has higher delay than TTI. Likewise Figs. 7, 8 shows the average delay caused
to the first message in every pigeon. In this case ZHoP performs better than PriorityB and
StorageB in all cases and on an average performs better than TTI. The number of pigeons
that take-off according to the respective scheduling strategies is depicted in Figs. 9, 10, 11;
this is heavily dependent on the delay between message arrivals for TTI and ZHoP (as they
use delay thresholds). PriorityB and StorageB would not let its pigeon fly until it is full, so
they might incur more delay but the number of pigeons that they use is less. ZHoP requires
slightly more pigeons than TTI in some cases but in a less talkative network TTI uses much
more than ZHoP. A similar metric is the number of messages that remain with the home
node, assigned to pigeons that did not take-off due to end of SimTime and pigeon take-off
criteria of its respective scheduling scheme. This is shown in Fig. 8 from which we see that
ZHoP performs better than PriorityB and StorageB but lags a little behind TTI. The plot
of Figs. 12 and 13 shows how NoM and SimTime, affect the average message (all and first)
delay. All these results are compared and a summary is presented in Table 3 where we can

@ Springer



A 4-step Blockchain Equipped Approach to Energy Efficiency... 2097

__ 12
O
3
2 ZHoP
5 TTI-HOP ssswrsss
L 10} PriorityB-HoP @ )
QDJ StorageB-HoP
C
8
o 8r |
o
£
n
S 6 |
©
0
173
]
=
B 4T ]
>
ey
a
o 27 |
<)
© .
< o e | 1 L L : '
0 10 20 30 40 50 60 70

Simulation Time (sec)
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Fig. 7 Average delay of all first messages in pigeon buffer in a less talkative network (s = 7, NoM = 10)

see the percentage of improvement ZHoP has over the other schemes. In Fig. 10 we plotted
simulation results vis-s-vis the theoretical results derived from the Equation 1. The com-
parison shows that even for a less talkative network under stress test the delay of the first
message never crosses the theoretical upper bound. In fact, on an average, the theoretical
worst case delay upper bound is 294.173% more than the simulated average message delay.

7.3.2 Impact on Energy Efficiency

When it comes to energy efficiency, ZHoP combined with Blockchain completely outper-
forms the existing Vanilla HoP. As stated earlier we also compare for each criteria, the Pure
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Fig.9 Number of pigeons that take-off in a less talkative network (s = 7, NoM = 10)

and AlIClubbed ZHoP, and in all circumstances (including the stress test) all versions of
ZHoP perform stupendously better than Vanilla HoP. For a fair comparison, we applied
Blockchain to Vanilla HoP too for comparisons. Figure 14 shows that no matter how large
the NodeShare_Threshold be, no version of ZHoP produces even a single dead pigeon (a
pigeon whose battery is dead) but Vanilla HoP produces many dead pigeons in the same
scenario. Likewise when number of pigeons in the network is varied (see Figs. 15, 16,
17) or the initial pigeon energy is varied even under stress test, each time the results tell
the same story. Figures 18 and 19 show that whatever the circumstances, all versions of
ZHoP have higher remaining energy when pigeons are back home than the Vanilla HoP.
Amongst themselves, quite predictably, Pure ZHoP performs the best. The plots of Figs. 22
and 23 give more insight into how the schemes behave with respect to (w.r.t.) varying the
number of pigeons, initial energy of pigeons and energy share thresholds of nodes (two at
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Fig. 11 Comparison of full ZHoP and ZHoP without clubbing (s = 5, NoM = 10): shows the necessity of
clubbing

a time). Our proposed mechanism is more energy efficient than the Vanilla HoP even with-
out Blockchain, but adding it increases its energy efficiency (see Fig. 25 for a side-by-side
comparison of Pure ZHoP and Vanilla HoP with and without Blockchain). Figures 20 and
21 shows that when most of the pigeons have average remaining energy of zero in Vanilla
HoP, all versions of ZHoP perform way more respectably. Same can be seen in their ten-
dency to produce dead pigeons (see Figs. 16 and 17). The results also suggest that applying
Blockchain improves the energy efficiency of Vanilla HoP but it still is way behind ZHoP.
These plots and tables confirm the fact that when we use ZHoP+Blockchain, dead pigeons
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are almost never to occur. On the other hand Vanilla HoP might still produce dead pigeons
(albeit improving in pigeon remaining energy) when accompanied by Blockchain. So for a
full-proof energy efficient system meant for rural networks ZHoP+Blockchain is the way
to go (Figs. 22, 23, 24, 25).

7.3.3 Impact on Routing

One of the primary efforts of this work is to improve the delivery rate of pigeons by try-
ing to decrease the distance that each pigeon travels. The simulation results certify our
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success in achieving the theoretical assumptions set in Sect. 5. To better understand the
behaviour of each version of ZHoP vis-a-vis varying s and MeT simultaneously, one can
refer the Tables 3 and 4. In all cases Pure ZHoP, AllClubbed ZHoP and ZHoP perform
much better than Vanilla HoP and their amount of improvement over Vanilla HoP. As
the deployment area gets divided into zones and each pigeon travels only specific zones
instead of destinations scattered around the network, it decreases the chance of mes-
sages expiring and hence increases delivery rate (Figs. 26, 27).
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7.3.4 Behaviour in a Less Talkative Network

When the inter-arrival message delay increases in a less talkative network, it has an
adverse affect on the scheduling strategies. Scheduling strategies like TTI and ZHoP are
capable to deal with it as they both have an upper limit on the maximum possible delay.
The other pre-existing schemes PriorityB and StorageB are incapable of working around
such a situation, as their pigeons cannot take-off until they are full. So in theory if the
next message is to arrive days after the first, the first message might expire at the home
node itself (for PriorityB and StorageB). PriorityB still has chance to perform better if
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it gets high priority messages. Figures 6 and 8 show that as expected ZHoP performs
better than PriorityB and StorageB in terms of delay and number of messages unsent. It
though sometimes lags behind TTI in the delay department. Number of pigeons used by
ZHoP and TTI is obviously more than that of the other two schemes. This is so because
to lessen delay we have to use more pigeons which in a less talkative network might
travel unfilled. Thing to be noted from the graph of Fig. 9 is that in a less talkative
network ZHoP requires lesser number of pigeons than TTI. This is due to the clubbing
feature of ZHoP which is absent from TTI. In this case ZHoP turns a disadvantage of
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its (having to maintain multiple pigeon queues) into its advantage. In Fig. 9 a fluctuat-
ing pattern can be seen in the number of pigeons that took-off with ZHoP and TTI. This
phenomenon can be attributed to the fact that both of these schemes use delay thresh-
olds which govern the take-offs of the pigeons. ZHoP in addition to it employs clubbing
which makes the plots even more fluctuating. This is so because, although SimTime is
increasing, NoM remains the same, hence inter-arrival delay of messages is increasing.
Therefore thresholds #T crosses for the pigeons, and they are ready to fly, but due to
clubbing the NoP does not increase each time but the messages remaining with home
node decreases in that curve (see Fig. 8). At other times the message inter-arrival delay
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Fig.23 Average remaining energy of pigeons in pure ZHoP, blockchain applied (s=235,
NodeShare_Threshold = 50%)

is such that a pigeon’s #/T crosses only after another pigeon has taken-off, so this time
there is no opportunity for clubbing. Hence the zig-zag curve.

7.3.5 Behaviour under Stress Test
Stress Tests uncover the hidden flaws in every system. We put our proposed scheme

along with the existing one under the scanner of a few stress test to do the same. The
stress test in Fig. 17 shows the behaviour when very low initial energy is assigned to

@ Springer



2106 P.Das, T. De

N
T

Pure_ZHoP n
AlIClubbed_ZHoP «
Z|

o
T

oP
Vanilla_HoP

©
T

- -
e

w

S g

IS
T

N
T

Average Messages Expired per Pigeon
(o]

i ot
0 T..m......m..n....... e |
2 . . . . . .
0 5 10 15 20 25 30 35
Value of s

Fig. 24 Messages expired per pigeon with varying pigeon buffer size s (MeT=70): stress test when s gets
higher

120
Pure_ZHoP_Blockchain
Pure_ZHoP_NoBlockchain wwwm
100 Vanilla_HoP_Blockchain b
Vanilla_HoP_NoBlockchain
80 R

[}
o
T

N
o
T

N
o
T

Average Percentage of Remaining Energy of Pigeons

0L | L | l | L. L - i
10 15 20 25

30 35
Initial Pigeon Energy

Fig. 25 Average remaining energy of pigeons employing pure ZHoP & vanilla HoP with and without block-
chain sharing of energy (s = 5, NoP = 5, NodeShare_Threshold = 50%)

pigeons and no Blockchain sharing of energy is done. Vanilla HoP has all its pigeons
dead in all of the energy levels whereas ZHoP starts to produce dead pigeons on
decreasing Pmax and reaches 100% dead pigeons at Pmax of 5 onwards. Such low Pmax
is almost never going to be assigned in real life, and also when Blockchain is applied
ZHoP (and all its versions) never has dead pigeons as they keep on recharging them-
selves on the way. In the same settings when we record the average remaining energy
of pigeons, we see that (see Fig. 21) due to total battery drainage, pigeons die before
accomplishing their message delivery tasks. Even in this case Pure ZHoP, AllClubbed
ZHoP and ZHoP perform much better than Vanilla HoP. The solution again is to apply
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Blockchain. Figure 24 depicts an account of the number of messages that expire in the
pigeon buffer before they are delivered w.r.t. the value of s. This gives an interesting
insight into the fact that if we increase the pigeon buffer size s, we might increase the
chances of message expiry. That is so because when number of pigeon destinations
rises, it has to travel more distances and individual message delay increases (especially
those belonging to the last destination). Since ZHoP pigeons have to travel less and they
incur less delay before take-off, their chances of having expired messages is pretty less
than Vanilla HoP. Also high priority messages are treated with emergency in ZHoP.
PriorityB too treats high priority messages with emergency but ZHoP has an advantage
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Table 3 A complete summary of average percentage of improvement of ZHoP over qther protocols in HoP-
DTN

Performance metric Average Percentage of Improvement of ZHoP over
Protocols

TTI HoP (%) PriorityB HoP (%) StorageB HoP (%)

Average remaining energy of pigeons_Blockchain ~ 157.425 157.425 157.425
Rate of dead pigeons_Blockchain 453.333 453.333 453.333
Average remaining energy of pigeons_NOBlock- 233.877 233.877 233.877
chain

Rate of dead pigeons_NOBIlockchain 544.444 544.444 544.444
Pigeons required 96.223 —28.116 —30.999
Messages unsent —59.722 23.735 18.056
Average delay of messages —20.537 50.829 243.717
Delay of 1st message 6.503 170.309 181.18
Delivery rate 29.063 29.063 29.063
Messages expired per pigeon 54.524 54.524 54.524

Table4 A Complete summary of average percentage of improvement of pure (Ideal) and AllClubbed
(Worst) ZHoP over vanilla (TTI/PriorityB/StorageB) HoP

Performance Metric Average percentage of improvement
over vanilla HoP

Pure ZHoP (%) All-

Clubbed

ZHoP (%)
Average remaining energy of pigeons_Blockchain 194.259 71.591
Rate of dead pigeons_Blockchain 453.333 453.333
Average remaining energy of pigeons_NOBlockchain 275.397 112.659
Rate of dead pigeons_NOBIlockchain 608.333 525
Delivery rate 37.863 26.443
Messages expired per pigeon 65.119 43.81

over it as it clubs messages (low) belonging to the same destination as the high priority
messages with its High Pigeon.

7.3.6 Sensitivity Analysis

Every output is dependent on the inputs and the manner in which they are varied. To under-
stand the impact of each input (and the extent of it) on the performance of the system is to be
able to have a better control over the behaviour of the system. As such for an even more in-
depth analysis of the scheme, we have done an extensive sensitivity analysis. The results have
been presented in Tables 5, 6 and 7. We have given three different tables to show all depend-
abilities of the three main outcomes of this research work: Scheduling, Routing and Energy
Efficiency in ZHoP/HoP-DTN. As these are governed by different parameters, their influence
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Table 5 Sensitivity analysis of ZHoP w.r.t. varying input parameters on various performance metrics
Performance Metric Sensitivity of input parameter
S No. of messages gener- Rate of
ated message
generation
No. of pigeons that Took-off 0.644 1.016 0.119
Messages remaining at home node 3.2666 1.288 0.071
Delay of 1st message in pigeon buffer 0.965 0.052 0.242
Average delay of messages 0.359 0.08 0.253
T?ble 6 Sensitivity analysis of Protocols Sensitivity on delivery rate
different schemes w.r.t. input
parameters on delivery rate s Message
expiration
time

Pure ZHoP 0.029 0.044

AllClubbed ZHoP 0.06 0.079

ZHoP 0.044 0.065

Vanilla HoP 0.125 0.116
Table7 Sensitivity analysis of Protocols Sensitivity analysis of different schemes

different schemes w.r.t. input

parameters

w.r.t. input parameters

Pmax Node energy share No. of
threshold pigeons in
transit
No. of dead pigeons
Pure ZHoP ~0 ~0 ~0
AllClubbed ZHoP ~0 ~0 ~0
ZHoP ~0 ~0 ~0
Vanilla HoP 0.8 1.375 0.885
Average remaining energy of pigeons
Pure ZHoP 1.351 0.111 0.104
AllClubbed ZHoP 2273 0.207 0.14
ZHoP 1.613 0.134 0.099
Vanilla HoP 3.125 0.276 0.267

have been separately shown for clarity. The sensitivity analysis given in Tables 5, 6 and 7 has
been performed using the below formula [26]:

Sensitivity for input x =

% of change in output

% of change in input
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From all the three tables we can deduce that some input parameters have especially more
effect on some outputs than the others. Notable is the high dependence of the messages
unsent on the value of s in case of ZHoP. Quite understandably the number of messages
generated too has a big effect on the number of messages unsent. The rate of message gen-
eration has the most potent effect on average and worst case delays of a message which is
very probable since this rate dictates whether a network is a talkative one or a less talkative
one. More the talkative the network lesser is the delay caused to every message waiting in
the pigeon for its take-off. The delay of first (worst) message is also sensitive to the value
of s as more the size, more the delay. In terms of delivery rate, Vanilla HoP is more sensi-
tive towards the input parameters than all the versions of ZHoP (see Table 6). All the ver-
sions of ZHoP seem to have no sensitivity to input parameters in case of number of dead
pigeons, as already discussed, they produce almost none due to their strategy (see Table 7).
Vanilla HoP on the other hand weighs heavily on each input parameter. In case of remain-
ing energy levels of pigeons, the parameter to which the performance of all schemes is
most sensitive to is the initial pigeon energy (Pmax). Among all the schemes, the Vanilla
HoP is most sensitive towards the input parameters even in this case. All in all the analysis
proves that our proposed scheme, ZHoP is a much stabler scheme than the existing Vanilla
HoP-DTN.

8 Conclusion

The primary objective of this research work was to design an energy efficient model of
HoP-DTN that has a smarter routing technique and a scheduling strategy to complement
it. In response, we proposed the Zonified HoP-DTN using Blockchain Sharing of Energy.
ZHoP is a 4-step mechanism that includes routing and scheduling mechanisms that make
the system more energy efficient. The 4 steps are namely, Pizza Boy Strategy, Friend Zone,
High-Low Pigeons and Conditional Pickup. The scheduling scheme that we chose provided
an upper limit on the maximum delay possible to a message waiting in the pigeon buffer
before take-off. Applying Blockchain further enhanced energy efficiency. We also derived
a queueing model for ZHoP which is a 5 X 5 switch model and a M/G/5s/o0 /o0 /FIFO
queueing model according to Kendall’s Notation. Accordingly we found out the occupa-
tion rate per pigeon, mean queue length, mean waiting time, distribution of the waiting and
sojourn time (the queue length and wait time is the one faced by messages while waiting
for pigeon allocation), average cost per customer and total server (pigeon) cost from the
standard equations. Mathematical verification alone is not enough and so we did an exten-
sive simulation analysis complete with stress tests and sensitivity analysis. On simulation
we found that our scheme performs better in almost every aspect than the existing ones
and that too in high percentage. The proof of this can be seen from the various plots and
more specifically from Tables 3 and 4. In fact apart from very successfully achieving all the
objectives, it outperforms the existing HoP-DTN mechanisms in almost all other important
network metrics. To certify the above conclusion we have additional results from stress
tests which confirm the same. From the sensitivity analysis we conclude that the system
is much less sensitive to individual input parameters than other existing schemes which
makes ZHoP-DTN a stable system.

In future we would like to experiment with pragmatic clustering techniques to create
zones for situations where the nodes are not uniformly distributed. Future work will also
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encompass physical deployment of this model, releasing the simulator that we developed
for this work custom made for research in HoP-DTN and considering mobile cluster heads.
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